Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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Create bucket i«

Buckets are containers for data stored in 53.

General configuration

AWS Region
US East (N. Virginia) us-east-1

Bucket type | Info

© General purpose O Directory
Recommended for most use cases and access pattems. General purpose buckets are the original 53 Recommended for I use only the S3 Express One Zone storage class
bucket type: They allow a mix of storage dasses that reduncdantly store pbjects across multiple which provides fa ailability Zone.

Availability Zones

Bucket name  Info

(o )

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [

Copy settings from exi g bucket - optional
Only the buck: i he following configuration are copied
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© Successfully created bucket "aws-backetss”

To upload files and folders, or to configure additional bucket settings, choose View details.

Storage lens provides visibility into storage usage and activity trends. Metrics don't include directory buckets. Learn more [?

General purpose buckets Directory buckets
General purpose buckets (1) info @ [T Copy ARN Empty Delete Create bucket
Buckets are containers for data stored in S3.
[ Q, Find buckets by name ] 1 @
Name a | AWS Region ¥ | 1AM Access Analyzer | Creation date v
O  aws-backetss US East (N. Virginia) us-east-1 View analyzer for us-east-1 December 18, 2024, 21:07:17

(UTC+05:30)
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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© uUpload succeeded
For more information, see the Files and folders table.

Destination Succeeded Failed
s3://aws-backetss @ 1 file, 9.7 KB (100.00%) @ Ofiles, OB (0%)
Files and folders Configuration

Files and folders (1 total, 9.7 KB)

[ Q, Find by name ] 1
Name Folder v | Type v | size v | Status v | Error v
loge.jpg [ - image/jpeg 5.7KB @ Succeeded -
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Access control list (ACL)

Grant basic read/write permissions to AWS accounts. Learn more [2

Grantee Objects Object ACL
Object owner (your AWS account) Read Read
Canonical ID: Write

[0 64dc8603F772f45a2f7bff630945ee0ea08d79chce
1bef709d8f83b157013e7a

Everyone (public access) & Read & Read
Group:

[T http://acs.amazonaws.com/groups/global /AllUser

s

Authenticated users group (anyone with an & Read & Read
AWS account)

Group.

[T http:/fac c lobal /Auth:

ticatedUsers
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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This XML file does not appear to have any style information associated with it. The document tree is shown below:

<Error>

<script id="eppiocemhmnlbhiplegkofciiegomcon™ />

<script/>

<script/»

<Code>AccessDenied</Code>

<Message>Access Denied</Message>

<Request1d>949X7G3XB1QKZIZB</Requestld>

<HostTd>gvEABGZVDUBL}SHatml ZovXnksTkygIUtz10] Lyl i86ug7+UsQZVEIQiZNICVITECMDHhaTLRA=< /Hos t1d>
</Error>

Z15PM

H £ Type here to search %illﬁ = I ) 5 B°C Partiycloudy A 7 B ) 0y, B



Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.

B Upload objects - S3 bucket aw: X @ Edit static website hosting aws-backetsss3.us-east-1.ama

c us-east-1.console.aws.amazon.com,
! Gmaill » YouTube [& Maps [ All Bookmarks
aws [o} Alt+5] @ & N. Virginia ¥ Victor v

W ec2 [ Lightsait [ Billing and Cost Management 1AM

= AmazonS3 » Buckets » aws-backetss » Edit static website hosting ®@ # 6
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© Host a static website
Use the bucket endpaint as t

web address. Learn more [2

(O Redirect requests for an object
Redirect requests to another bucket or domain. Learn more [

@ For your customers to access content at the website endpoint, you must make all your content publicly readable. To do so, you can edit the S3 Block Public Access settings for the bucket.
For more information, see Using Amazon S3 Block Public Access [2

Index document
Specify the home or default page of the website.

[ logo.jpg ]

Error document - optional
This is returned when an error oceurs.

[ error.html ]

Redirection rules - optional
Redirection rules, written in JSON, automatically redirect webpage requests for specific content. Learn more [
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© Successfully edited static website hosti

aws-backetss i

Objects Metadata - Preview Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
US East (N. Virginia) us-east-1 [0 arn:aws:s3::aws-backetss December 18, 2024, 21:07:17 (UTC+05:30)
Bucket Versioning

Versioning is a means of keeping multiple variants of an abject in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon 53
bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [2

Bucket Versioning
Disabled
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.

8 Upload objects - 53 bucket aw: X @ Edit Block Public Access setting X aws-backetss.s3.us-east-1.ama
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Edit Block public access (bucket settings) i

Block public access (bucket settings)

Public access is granted ta buckets and objects through access contral lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your $3 buckets and objects is blocked, turn an Block all
public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Black all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more

Block ail public access

Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

Block public access to buckets and objects granted through any access control lists (ACLs)
Block public access to buckets and objects granted through new public bucket or access point policies

Block public and cross-account access to buckets and objects through any public bucket or access point policies
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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© Successfully edited Block Public Access settings for this bucket.

Permissions overview

Access finding
Access findings are provided by IAM external access analyzers. Learn more about How IAM analyzer findings work [
View analyzer for us-east-1

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your 53 buckets and objects is blocked, turn on Block all
public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn mare

Block all public access
@ on

» Individual Block Public Access settings for this bucket
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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Create lifecycle rule .+

Lifecycle rule configuration

Lifecycle rule name

[ delete-s3 ]

Up to 255 characters

Choose a rule scope
(O Limit the scope of this rule using one or more filters

© Apply to all objects in the bucket

/A Apply to all objects in the bucket
If you want the rule to apply to specific objects, you must use a filter to identify those objects. Choose "Limit the scope of this rule using one or more filters". Learn more [2

I acknowledge that this rule will apply to all objects in the bucket.
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[CJ Expire current versions of objects
[J Permanently delete noncurrent versions of objects

Delete expired object delete markers or incomplete multipart uploads
These actions are not supported when filtering by object tags or object size.

Delete expired object delete markers or incomplete multipart uploads

Expired object delete markers
This action will remove expired object dele
available when "Expire current versions of obj

Delete expired object delete markers

markers and may improve performance. An expired object delete marker is removed if all noncurrent versions of an object expire after deleting a versioned object. This action is not
ects' is selected. Learn more [A

Incomplete multipart uploads
This action will stop all incomplete multipart uploads, and the parts associated with the multipart upload will be deleted. Learn more [

Delete incomplete multipart uploads
Number of days
(oo :)

Integer must be greater than 0.
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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= AmazonS3 » Buckets » aws-backetss » Lifecycle configuration @ # o

(@ The rule "delete-s3" has been successfully added and the lifecycle configuration has been updated
It may take some time for the configuration to be updated. Refresh the lifecycle rules list if changes to the configuration aren't displayed.

Lifecycle configuration i

To manage your objects so that they are stored cost effectively throughout their lifecycle, configure their lifecycle. A lifecycle configuration is a set of rules that define actions that Amazon $3 applies to a
group of objects. Lifecycle rules run once per day.

Lifecycle rules (1) @ View details Edit Delete Create lifecycle rule

Use lifecycle rules to define actions you want Amazon 53 to take during an object's lifetime such as transitioning objects to another storage class, archiving them, or deleting them after a specified
period of time. Learn more [2

[ Q, Find lifecycle rules by name ] 1 o)
Lifecycle rule na... v | Status v | Scope v | Currentversion... ¥ | Noncurrentvers.. ¥ | Expiredobjectd... ¥ | Incomplete multipa... ¥
(@] delete-s3 ® Enabled Entire bucket - - Permanently delete Permanently delete
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Create bucket i«

Buckets are containers for data stored in 53.

General configuration

AWS Region
Asia Pacific (Mumbai) ap-south-1

Bucket type | Info

© General purpose O Directory
Recommended for most use cases and access patterns. General pwpose buckets are the origmalls3. Recommended for b
bucket type: They allow a mix of storage dasses that reduncdantly store pbjects across multiple ch provides fa
Availability Zones

use only the S3 Expre:
ailability Zone

One Zone storage class

Bucket name  Info

[ copy-bucket-policy| ]

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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= AmazonS3 > Buckets » awsbucketsvik > Replicationrules > Create replication rule @ £ 6

Create replication rule .«

Replication rule configuration

Replication rule name

[ mumbai-copy| ]

Up to 255 characters. In order to be able to use CloudWatch metrics to monitor the progress of your replication rule, the replication rule name must only contain English characters.

Status
Choose whether the rule will be enabled or disabled when created.

© Enabled

(O Disabled

Priority

The priority value resolves conflicts that occur when an obiect is eligible for replication under multiple rules to the same destination. The rule is added to the configuration at the highest priority and the priority can be changed on
the replication rules table

0
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Choose a bucket

S3 Buckets

Buckets (1/2)

[ Q, Find buckets by name

Name AWS Region

(O awsbucketsvik US East (N. Virginia) us-east-1

[ O  copy-bucket-policy Asia Pacific (Mumbai) ap-south-1

Cancel Choaose path
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.
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= AmazonS3 > Buckets » awsbucketsvik > Replicationrules > Create replication rule @ £] ®
IAM role

@ Create new role

(O Choose from existing IAM roles
(O Enter IAM role ARN

Encryption

Server-side encryption protects data at rest.

[) Replicate objects encrypted with AWS Key Management Service (AWS KMS)
Replicate SSE-KMS and DSSE-KM rypted objects

Destination storage class
‘Amazon $3 offers a range of storage classes designed for different use cases. Learn more [3 or see Amazon $3 pricing [

[J Change the storage class for the replicated objects
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= AmazonS3 > Buckets » awsbucketsvik > Replicationrules > Create replication rule @ £] ®

P

Replication Time Control (RTC)

Replication Time Control replicates 99.99% of new objects within 15 minutes and includes replication metrics. Additional fees will apply. Learn more [7

Learn more [A Amazon CloudWatch pricing [2
[ @ To publish event notifications to a destination whenever replication events occur, set S3 event notifications or CloudWatch alarms before replication begins. Learn more [2 ]
[) Delete marker replication
Delete markers created by 53 delete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn more [

[ Replica modification sync

Replicate metadata changes made to replicas from the destination bucket to the source bucket. Learn more [?
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Expertly built and managed Amazon S3 buckets, implementing policies for access control and
security. Utilized S3 and Glacier for efficient storage and backup solutions. Configured bucket
policies to restrict access, enabled default encryption for data security, and set up S3 buckets for
seamless sharing of static website content.

® @1 Whatsipp X 18| Replication rule list - $3 bucket X
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Replicate existing objects? X

You can enable a one-time Batch Operations job from this replication configuration to
replicate objects that already exist in the bucket and to synchronize the source and
destination buckets. Learn more [ or see pricing [3

Existing objects
© No, do not replicate existing objects.
(O Yes, replicate existing objects.

Cancel
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= AmazonS3 > Buckets » awsbucketsvik > Replication rules ®@ # 6

© Replication configuration successfully updated X

If changes to the configuration aren't displayed, choose the refresh button. Changes apply only to new objects. To replicate existing objects with this
configuration, choose Create replication job.

Replication rules .
Replication enables automatic and asynchronous copying of objects across buckets in the same or different AWS Regions. A replication configuration is a set of rules that define what options should be
applied to a group of objects during replication.

Replication configuration settings

Configuration settings affect all replication rules in the bucket.

Source bucket IAM role
awsbucketsvik s3ar_role_for_awsbucketsvik_2 [2

Source Region
US East (N. Virginia) us-east-1
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